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AD FS Configuration for SSO

Introduction

The purpose of this document is to describe Active Directory Federation Services for Envi.
The following table shows the abbreviations used in the document.

Abbreviation Definition
AD Active Directory
AD FS Active Directory Federation Services
AD CS Active Directory Certificate Services
1S Internet Information Services
WIF Windows Identity Foundation
Assumptions

The deployment process is based on a set of assumptions about installed software and
system requirements:

The prototype is going to work with AD FS 3.0
Base OS is Windows 2012 R2

AD is preinstalled in the system

AD CSis preinstalled in the system

Envi is going to be delivered as zip archive package
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AD FS Configuration for SSO m

Preparation

1. Certification Authority. Edit Certification Authority properties under Server Manager >
Tools > Certification Authority.

File Action View Help

e #Ec=H v e

ﬁ Certification Authority (Local) MName

I ig=—Ct [ 7| Revoked Certificates
All Tasks

[ Issued Certificates
View [ Pending Requests
[l Failed Requests

Refresh
[ Certificate Templates

Export List...

Properties

| Help

Opens the properties dialog box for the current selection,

On the CA Properties Extensions tab, you need to remove Idap and file locations on
both CRL Distribution Point and Authority Information Access extensions.

Enrollment Agents I Auditing | Recovery Agents I Security Ennolment Agents I Auditing I Recovery Agents I Security
General I Policy Module | Ext Module General I Policy Moduls | Bt Module
Extensions | Storage I Certificate Managers Exensions | Storage I Certificate Managers
Select extension: Select extension:
|CRL Distribution Poirt (CDF) v [ Authority Information Access (AI) v
Specify locations from which users can obtain a certificate revocation list Specify locations from which users can obtain the certificate for this CA.
{CRL).
C:\Windows"system 32\Cert Srv*Cert Enroll\<«CaName><CRLName Suffics <] C:\Windows'system32\Cert Srv\Cert Enroll'<ServerDNSName>_<CaName
http//<ServerDN S MName/Cert Ennoll/<CaName =<CRLName Suffoc:<Delta) hitp://<ServerDNS Name:/Ca Enroll/<ServerDNSMName = <CaName:<Cs

<] | B < | B

[ Publish CRLs to this location

[JInclude in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[JInclude in CRLs. Clierts use this to find Delta CRL locations.
[ Include in the CDP extension of issued certificates [#] Include in the AlA exension of issued cerfficates
[] Publish Delta CRLs to this location [ Include in the online certificate status protocol {DCSF) extension

[] Include in the IDP extension of issued CRLs

[ ok J[ Concel || seny |[ Hep | Lok |[ Comed || ey || Hep |

Also, you need to select the Include in the CDP extension of issued certificates and
Include in the AIA extension of issued certificates check boxes.
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AD FS Configuration for SSO m

2. Certificate Templates. Using mmc console, edit properties of Web Server Certificate
Template.

ﬁ File Action View Favorites Window Help
| & 7
[] Console Root Template Display Narie Schema Version Version
b G Certificates (Local Computer) ] CEP Encryption 1 41
b =/ Default Domain Policy [adfs.ios.test] Policy H Code Signing 1 3.1
] Certificate Templates (adfs.ios.test) H Computer 1 5.1
[ Cross Certification Authority 2 105.0
] Directory Email Replication 2 1150
5 Domain Contraller 1 41
5 Domain Controller Authentication 2 1100
EErs Recovery Agent 1 6.1
] Enroliment Agent 1 41
H Enroliment Agent (Computer) 1 51
= Exchange Enrollment Agent (Offline requ... 1 41
= Exchange Signature Only 1 6.1
= Exchange User 1 71
H IpSec 1 8.1
[ 1PSec (Offline request) 1 7.1
[ Kerberos Authentication 2 110.0
| Key Recovery Agent 2 105.0
H ocse Response Signing 3 101.0
[ RAS and 1AS Server 2 101.0
) Root Certification Authority 1 5.1
@ Router (Offline request) 1 41
) smartcard Legon 1 .1
5 Smartcard User 1 1.1
H Subordinate Certification Authority 1 51
) Trust List Signing 1 3.1
 User 1 ER
5 User S|gnature Only 1
Pl cover R
5] Workstation Authentication 2 101.0
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AD FS Configuration for SSO

On the Security tab, add Domain computers, Domain Controllers, IIS_IUSRS, and
NETWORK SERVICE with Read and Enroll permissions.

| General | Request Handling | Subject Name | Extensions | Security

GI’DIJD ar user names:

82, Authenticated Users

52 NETWORK SERVICE

% Domain Admins {105Domain Admins)
Domain Computers (|05%Domain Computers)

% Domain Controllers (105%Domain Cortrollers)

% Entemprize Admins (1054 Erterprise Admins)

% IS_IUSRS (I054IS_IUSRS)

Pemissions for Domain Computers

Full Cortral
Read
Wite
Errall

For special pemissions or advanced settings, click
Advanced.
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AD FS Configuration for SSO

3. Default domain Policy. Import CA certificate to Trusted Root Certifications Authorities
under Computer Configuration.

G File Action View

Favorites  Window  Help

e

Bl &z HE

A

[+ Iﬁl Certificates (Local Computer)
Default Domain Policy [adfs.ios.test] Policy
& Computer Configuration
4 [ 7] Policies
B[] Software Settings
4 [ Windows Settings

=

o

[ "] Name Resolution Policy

Scripts (Startup,/Shutdown)

i Security Settings

[+ g:ﬂ Account Policies

:Ei Local Policies

h‘:i Event Leg

Ca Restricted Groups

& System Services

_a Registry

& File System

Zpf Wired Network (IEEE 802.

[ ] Windows Firewall with Ag

] Metwork List Manager Po

b Sall Wireless Network (EEE 80

4 [ | Public Key Policies
] Encrypting File Systen
[ 7| Data Protection
] BitLocker Drive Encryy

R A A S

[ 7] BitLocker Drive Encryp

[ 7] Automatic Certificate

|ﬁ Trusted Root Certifica

"] Enterprise Trust

[ Intermediate Certifica
[ ] Trusted Publishers

[ 7] Untrusted Certificates

] Trusted People

lssued To

Slios-CA

FY

Issued By
ios-CA

<]

fm= PN T
| >

<l
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AD FS Configuration for SSO

4. SSL Certificate. On IIS Manager, select Create Domain Certificate (CN must be the
same as domain name) or use commercial certificate.

File View Help

- ?ﬂ Start Page
4 |9 ADFS (I0S\Administratar) |

ﬁ Server Certificates

Use this feature to request and manage certificates that the
Web server can use with websites configured for 5L

Import...

Create Certificate Request...
Complete Certificate Request...

- @‘ Application Pools

4-[&] Sites Filter: ~ WGo ~ %Shm Al | Create Domain Certificate...

1» 4 Default Web Site Mame “ lssued To Create Self-Signed Certificate...
|os-C.A Enable Automatic Rebind of
adfs.ios.test Renewed Certificate

for ADFS testios.test 0 Help

5. Site bindings. Add https binding to Default Web Site using self-created or commercial
certificate.

L] Internet Information Services (11S) Manager = || &) =X
© O |° » ADFS » Sites » Default Web Site » A0 e-
File  View Help
[t ] Default Web Site Home =
Q' IE' lﬁ la 0 Bl Exqplore
- ?ﬂ Start Page ) Edit Permissions...
: Filter: * W Go + gy Show All
495 ADFS (105\Administrator) e ¥ Go - (ggShow Al | n
; - Edit Site
[ @ Application Pools ASP.NET . P
‘ . N indings...
a-[@| Sites Py " m = L L
b €D Default Web Site ) @ 9 Basic 3ot
MET MET IMET Error MET View Annlicatinng
Site Bindings 1| x
B
Type Host Mame Port IP Address Binding Informa... Add...
hittp 30 *
s w
Type: IP address:
|https v| |AII Unassigned
Host name:
[] Require Server Mame Indication
SSL certificate:
|for ADFS
Ready 9

Inventory Optimization Solutions 8



AD FS Configuration for SSO m

AD FS Installation

AD FS installs as a Windows Server 2012 R2 server role and does not require any
additional download. After AD FS 3.0 installation configure the AD FS server and create
the identity provider Security Token Service.

In the first panel of the AD FS Configuration Wizard specify the AD account that has
permissions to perform the federation service configuration.

Note: This account must be a domain administrator.

5 5 5 c TARGET SERVER
Connect to Active Directory Domain Services B ——

Welcome

Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD DS federation service configuration.

Spacify Service Properties 10S\Administrator (Current user)
Specify Service Account

Spedify Database

| < Previous || Next > | | Caonfigure || Cancel |

In the next panel, specify the service properties. Import a wildcard SSL certificate for the
service URL. Then, edit the default Federation Service Name of adfs.ios.test. This will be
your federation service address and will serve as the root of your sign in URL.

. . . TARGET SERVER
Specify Service Properties o e
Welcome
551 Certificate: | adfs.ios.test |'| | Import...

Connect o AD DS

View

fice Properties

specify Service Account

Specify Database

Federation Service Name: | adfs.ios.test | - |

Example: fs.contoso.com

Federation Service Display Name: ADFS Test Lab

Users will see the display name at sign in.

Example: Contoso Corporation

< Previous || Next > | | Configure || Cancel
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AD FS Configuration for SSO

Specify a service account for the AD FS service. This should be a domain user account

and requires no special permissions.

[ Active Directory Federation Services Configuration Wizard - | o [
. . TARGET SERVER
Specify Service Account adfsios.test

| i, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show maore »

Welcome

Specify a domain user account or group Managed Service Account.

actto AD DS o .
Create a Group Managed Service Account

ice Properties
Account Name 105\

(® Use an existing domain user account or group Managed Service Account

Account Name: ICS\adminaccount Clear || Select...
Account Password: ssssesenense
| < Previous | | Next > | Configure

Note: One of the steps that is missing in almost every walk through of this process is the

requirement to have a DNS A record created to support the Federation Service name.

Without that DNS entry application which support SSO will not be able to resolve the URL

and connect to the AD FS service.

AD FS 3.0 requires two databases to store configuration and artifact information and can

use either the Windows Internal Database (WID) or SQL Server 2012. Both options do
offer scalability although there are limitations to the use of the WID, such as the total
number of federation servers allowed in the farm (5) or the lack of HA solution such as

clustering or mirroring.

[= Active Directory Federation Services Configuration Wizard - | o [
. . . TARGET SERVER
Specify Configuration Database adfsiostest

Specify a database to store the Active Directory Federation Service configuration data.

(®) Create a database on this server using Windows Internal Database.

() Specify the location of a SOL Server database.

Database Host Name:

Database Instance:

To use the default instance, leave this field blank.

| < Previous | | Next > | Configure

Main AD FS tool after installation is Server Manager > Tools > AD FS Management.

Inventory Optimization Solutions
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AD FS Configuration for SSO

To make sure you have properly installed AD FS, check the following settings in AD FS

Management:

+ Endpoints. Verify that /adfs/services/trust/13/usernamemixed endpoint's Enabled
and Proxy Enabled are Yes.

i File Action View Window Help

| #

[ ADFS
4 [ Service
| Endpoints
7] Certificates
71 Claim Descriptions
p [ Trust Relationships
b [ Authentication Policies

endpoines |
Epabled Py Enabled URLPath _ _ _  Twe .~
Mo No Sadfs/servicesAnust/2005/issuediokensymmetrictripledes WS- Trus
Mo Mo Sadfs/servicesAnust/2005/issuediokensymmetrictripledess...  WS5-Trus
Mo No Sadfs/services Arust/2005/issuedickenmixedsymmetrictripl...  WS5-Trus
Mo Mo fadfs/servicesArust /2005 issuedtokenmixedsymmetrictripl WS5-Trus
Yes Mo /adfs/services/trust/13/kerberosmed WS-Trus
Mo Mo /adfs/services/trust/13/certficate W5-Trus
Yes Yes fadfs/services/trust/13/certificatemixed WS5-Trus
Mo No Sadfs/servicesAnust/13/cerificatetransport WS- Trus
No No /adfs/servicesAnust/13/usemame WS5-Trus
Mo No Sadfs/services Anust/13/usemamebasictransport WS5-Trus
Yes Yes fadfs/services/nust /13/usemamemixed W5-Trus _
Mo MNo Jadfs/services tnust/ 1 3/issuedtokenasymmetncbasic 256 WS-Trus —
Mo Mo Jadfs/servicesAnust/ 1 3issuedtokenasymmetrichasic256sh...  WS-Trus
Yes Yes /adfs/servicesAnust/ 1 3/issuedtokenmixedasymmetrichasic... WS- Trus
Mo Mo Sadfs/servicesAnust/13issuedtokenmixedasymmetricbasic...  WS5-Trus
Yes es Sadfs/servicesAnust/13issuedtokenmixedsymmetricbasic2...  WS-Trus |
Mo No Sadfs/servicesAnust/13/issuedtokenmixedsymmetricbasicZ...  WS5-Tus
Mo Mo Sadfs/servicesAnust /1 3/issuedtokensymmetrichasic 256 WS5-Trus
Mo MNo Jadfs/servicesArnust/ 1 3/issuedtokensymmetricbasic256sha...  WS-Trus
Mo Mo Sadfs/servicesAnust,/ 1 3issuedtokensymmetrictipledes WS-Trus
No No Jadfs/servicesAnust/13/issuedtokensymmetrictipledessha...  WS5-Trus
Mo Mo Sadfs/servicesAnust/13issuedtokenmixedsymmetrictipledes W5-Trus |
Moy Mo o ices st /1Y issuedtnkeenmied ictinlad  WSTns
(<] n >

MNew Window from Here
@ Refresh

n Help

Enable on Proxy
Disable

n Help

- Certificates. Make sure that all three subjects have certificates.

§f File Action View Window Help

s

[ ADFS
4 [ Service
[~ Endpoints
[ Certificates
7 Claim Descriptions
p [ Trust Relationships
b 7] Authentication Policies

Certificates I Actions

Subject
Service communications

Token-decrypting
B CN=test jos test, OU

Token-signing

[E)CN=test ios test, Ol=Devops, 0=105, . CN=ios-CA, DC=ios, DC=test 9/29/2015

[E)CNtestios test, OU=Devops, 0=I05, ... CN=ios-CA, DC=ios, DCtest 9/29/2015

lssuer Effective Dat

CN=ios-CA, DC=ios, DC=test

&)
7]

Add Token-Signing Certificate...

Add Token-Decrypting Certificate...

Set Service Communications Certificate...

View

Mew Window from Here

Refresh

Help

View Certificate...

Set as Primary

Inventory Optimization Solutions
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Certificates Management

From AD FS Management console you need navigate to the Service > Certificates folder.
Then, navigate valid certificate (Token-decrypting or Token-signing), right click on it and
you will have possibility to set it as a Primary.

If you will need to generate new certificates (Decrypting/Signing/Service), you may do this
from:

http://ip-your-adfs-server/certsrv

You may assign new certificates from AD FS 3.0 Management console, from the
Certificates action pane.

After you assign new certificates, you need to restart AD FS 3.0 Windows Service.

AD FS Configuration

AD FS should be configured to provide access to endpoints for Envi:

1. Open AD FS Management.

2. Select Add Relying Party Trust from the Actions section.

N ADFS - e[
§a File Acion View Window Help
= xn[m B
o Ao
4@ s_ewE.cZ t [ DspayMame  Enabled  Type  Mentiier| | Relying Party Trusts -
: Cr;rtff?(‘:t; Device Registration Service Yes WS-T... ummsd Add Relying Party Trust...
~ Claim Descriptions Add Mon-Claims-Aware Relying Part...
4 || Trust Relationships .
- ~| Claims PruvwdperTrusts View 4
| Relying Party Trusts MNew Window from Here
| Attribute Stores | Refresh
t [ | Authentication Policies
E Help
Device Registration Service B
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
K Delete
E Help
< m >

Inventory Optimization Solutions 12


http://ip-your-adfs-server/certsrv

@ Welcome
@ Select Data Source

@ Corfigure Muttifacter
Authentication Mow?

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

AD FS Configuration for SSO

3. Follow wizard's steps. Click Start.

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD F5 configurstion database. Relying parties
consume claims in security tokens that ae issued by this Federation Service to make authentication and
authorization decisions.

The relying party trust that this wizard creates defines how this Federgtion Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for izsuing claims to the relying party
after you complete the wizard.

< Previous | | Start | | Cancel

4. Select Enter data about the relying party manually. Click Next >.

Select Data Source

&

eps
Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Cerificate
Configure URL
Configure Identifiers

Corfigure Muttifactor
Authentication Now?

Choose Issuance
Authorization Rules

@ Readyto Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
itz federation metadata online or on a local networ.

Federation metadata address fhost name or URL):

Example: fz.contoso com or https //www contoso .com/app

() Import data about the relying party from a file

Lse this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...

| ®) Erter data about the relying party manually
Lse this option to manually input the necessary data about this relying party organization.

Inventory Optimization Solutions
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5. Type Display name. Click Next >.

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.
@ Welcome Digplay name:

@ Select Data Source |Er1v1'

@ Specty Display Name Notes.
@ Choose Profile
@ Corfigure Certificate
@ Configure URL
@ Configure Identifiers

@ Corfigure Muttifacter
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

6. Select AD FS profile. Click Next >.

Choose Profile

Stope This wizard uses corfiguration profiles to aid in creating the relying party trust. Choose the appropriate

@ Welcome configuration profile for this relying party trust.

@ Select Data Source @ AD F5 profile

@ Specify Display Name Thig profile supports relying parties that are interoperable with new AD FS features, such as
securty token encryption and the SAML 2.0 protocal.

@ Choose Profile

@ Corfigure Certificate () AD F5 1.0and 1.1 profile

@ Corfigure URL Thig profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

@ Corfigure Identifiers

@ Conrfigure Muttifactor

Authentication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

<Previous | | Ned> || Cancel
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7. Select certificate with the Browse button. It could be your main certificate that you use
during AD FS installation. Click Next >.

AD FS Configuration for SSO

Configure Certificate

%

eps
Welcome

Select Data Source
Specify Display Mame
Choose Profile
Configure Certificate
Configure URL
Configure |dentifiers

Configure Muttifactor
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Specify an optional token encryption certificate. The token encryption cerificate is used to encrypt the
claims that are sent to this relying party. The relying party will use the private key of this cerificate to
decrypt the claims that are sentto it. To specify the certificate, click Browse..

lssuer: CM=ios-ADFS-CA, DC=ios, DC=test

Subject: CM=adfs.os test, OU=Devops, O=I105, L=Lviv, S=Lviv, C=UA
Effective date: 9/28/2015 2:41:23 PM

Expiration date: 9/27/2017 2:41:23 PM

8. Select Enable support for the SAML 2.0 WebSSO protocol, and then type Envi

application URL (it must be https). Click Next >.

Configure URL

&

eps
Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certfficate
Configure URL
Canfigure Identifiers

Carfigure Muttifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocals for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

["] Enable support for the WS-Federation Passive protocal

The WS-Federation Passive protocal URL supports Web-browserbased claims providers using the
WS5-Federation Passive protocal.

Relying party WS-Federation Passive protocal URL:

BExample: https://fs contoso com/adfz/s/

[#] Enable support forthe SAML 2.0 Web550 protocal

The SAML 2.0 single-sign-on {550) service URL supports Web-browserbased claims providers using the
SAML 2.0 Web550 protocol.

Relying party SAML 2.0 550 service LURL:

| hitps:/hwww.envi.net

Example: https:/fwww contoso .com./adfs s/

Inventory Optimization Solutions
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AD FS Configuration for SSO @

9. Fill Relying party trust identifier. It could be any URL address (easy to reuse your
application one). Click Add then Next >.

Configure Identifiers

Steps Relying parties may be identified by one or more unigue identifier stings. Specify the identifiers for this relying
@ Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name | | Add

@ Choose Profile Example: https:/fs contoso .com/adfs/services./trust

@ Corfigure Certfficate Relying party trust idertifiers:

@ Corfigure URL hitps iwww.envi.net

@ Corfigure |dentifiers

@ Corfigure Multiactor
Authentication Now?

@ Choose Issuance
Autherization Rules

@ Readyto Add Trust
@ Finish

| <Previous | [ Nea> || Cancel |

10.Select | do not want to configure multi-factor authentication settings for this relying
party trust at this time. Click Next >.

Steps Configure multifactor authentication settings for this relying party trust. Multifactor authentication is required
@ Welcoms there is a match for any of the specified requirements.

@ Select Data Source

@ Specify Display Name Muttifactor Authentication Global Settings

@ Choose Profile Requirements Users/Groups Mot configured

@ Configure Cerificate Device Net configured

@ Configurs URL Location Met configured

@ Configure |dentifiers

@ Configure Muttifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

(®) | do not want to configure multifactor authentication settings for this refying party trust at this time.

() Configure muttifacter authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

<Previous | | Net> || Cancel
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11.Select Permit all users to access this relying party. Click Next >.

]

eps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certfficate
Configure URL
Corfigure |dentifiers

Configure Multifactor
Authentication Now?

Choose Issuance
Autherization Rules

Ready to Add Trust
Finish

12.Click Next >.

Ready to Add Trust

St

eps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Cerfficate
Configure URL
Configure |dertifiers

Configure Multifactor
Authertication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Fimish

Choose Issuance Authornization Rules

lesuance autherization rules detemmine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.
(®) Pemit all users to access this refying party
The issuance authorization nules will be configured to permit all users to access this relying party. The relying
party service or application may still deny the user access.
) Deny all users access to this relying party

The issuance authorization nules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

<Previous | | Net> || Cancel

The rehying party trust has been corfigured. Review the following settings, and then click Next to add the
relying party trust to the AD F5 configuration database.

Monitoring |Iderﬁe's|5ﬂyphonlfig1m|mmed[]m|0rgmzd:on | End:)o'ﬂslNotJ‘I’
Specify the monitoring settings for this relying party trust.
Rehying party's federation metadata URL:

[ Menitor relying party

[ Automatically update relying party
This relying party’s federstion metadata data was last checked on:

L NEVEr =

This relying party was last updated from federation metadata on:
< never >

<Previous | | Ned> || Cancel

Inventory Optimization Solutions
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13.Clear the check box (it's not necessary, but you can leave and continue with additional
configuration). Click Close.

Steps The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

You can modify this relying party trust by using the Properties diglog box in the AD FS Management snap-n.
@ Select Data Source
@ Specify Display Name
@ Choose Profile
@ Configure Certificate
@ Configure URL
@ Configure ldentfiers

@ Configure Multifactor
Authentication Now?

["] Open the Edit Claim Rules dialog forthis relying party trust when the wizard closes

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust

o Frish

Inventory Optimization Solutions 18



AD FS Configuration for SSO

Envi Testing

To test Envi, perform the following steps:

1. Open Envi application URL.
(for example, https://sso-demo.envi.com)

2. Fillin all the required fields:
Username - existing user in your system (under AD)
Password - password for existing user in your system

AD FS Endpoint URL - it could be created by adding https://your.adfs.ip.address/ +
adfs/services/trust/13/usernamemixed (you can use domain name instead of IP

address)

AD FS Identifier URL - the identifier that you entered during creation Relying Party
Trust for Envi (see AD FS Configuration section)

USERNAME username
PASSWORD  esseses

ENDPOINT URL hitps:/www.envi.net/adfs/services/trust/13/usernamemixed
IDENTIFIER URL hitps:/iwww.envi.net

AUTHENTICATE

3. Click the Authenticate button.

In case of successful authentication you will see the following screen.

AUTHENTICATE

Success!

In case of error you will see the error description.

AUTHENTICATE

ID3082: The request scope 1s not valid or 1s unsupported.
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