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Introduction

The document provides an overview of Active Directory Federation Services (AD FS) for
Envi.

Note: In the following table, you can find the abbreviations used in the document.

Abbreviation Definition

AD Active Directory

AD FS Active Directory Federation Services
AD CS Active Directory Certificate Services
s Internet Information Services

WIF Windows ldentity Foundation
Assumptions

The deployment process is based on a set of assumptions about installed software and
system requirements:

e The prototype is going to work with AD FS 3.0.

e Base OS is Windows 2012 R2.

e AD is preinstalled in the system.

e AD CS is preinstalled in the system.

e Enviis going to be delivered as a zip archive package.
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Preparation

To configure Active Directory Federation Services (AD FS), follow the next preparatory
steps:

o Certification Authority

o Certificate Templates

e Default Domain Policy
e SSL Certificate

e Site Bindings

Certification Authority

Let's start with the first option from the list—Certification Authority.

1. Under Server Manager > Tools > Certification Authority, edit Certification
Authority properties.

File Action View Help
e 2 EHczH > =

ﬁ Certification Authority (Local) ‘ Mame
A

I» i [] Revoked Certificates
RIS ' [ Issued Certificates
View » || (7 Pending Requests

[ Failed Requests

Refresh
[ Certificate Templates

Export List...

Properties |

Help

Opens the properties dialog box for the current selection.

2. On the CA Properties Extensions tab, follow the next steps for both the CRL
Distribution Point and Authority Information Access extensions:

a. Remove Idap and file locations.
b. Select the Include in the CDP extension of issued certificates and Include in
the AIA extension of issued certificates checkboxes accordingly.

| Enrollmert Agents | Audting | Recovery Agents | Securty | Enrolment Agerts | Audiing | Recovery Agents | Securty
General I Policy Module | Ext Module General I Policy Module | Exit Module
Edensions | Soage | Certficate Managers Exensions | Stoage | Ceficate Managers
Select extension Select extension:
[CRL Distrbution Paint (CDF) v] [Acthorty Information Access (AIA) v]

Specify locations from which users can obtain & certfiicate revocation list Specify locations from which users can obtain the certficate for this CA.
(CRL).

\Windows"system 32\CertSn/\CertEnroll\<ServerDNSName>_<CaName

C:\Windowssystem32'Cert Srv\Cert Enroll\<CaName><CRL Name Suffoc><| (o
/<5 hitp://<ServerDNSName3/Cert Enroll/<ServerDNSName>_<CaMName:><Cel

hitp //<ServerDNSName >/ Cert Enroll/<CaName > <CRL Name Suffix> <Deltal

< m >

[] Publish CRLs to this location

["]include in all CRLs. Specifies where to publish in the Active Directory
when publishing manualy.

[ include in CRLs. Clients use this to find Delta CRL locations
[] Include in the CDP extension of issued certificates [#] Include i the AIA extension of issued certificates
[] Publish Defta CRLS to this location [ Include in the enline certificate status protocol (OCSP) extension

[[]include in the IDP extension of issued CRLs

T = g ok | [ cancal || ooy |[hep
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Certificate Templates

The next step is about certificate templates.

1. Edit properties of Web Server Certificate Template using mmc console.

IE File  Acti View  Favorit: Window Help

=% x| EB= B

] Console Root
[ @ Certificates (Local Computer)

[ .__EI Default Domain Policy [adfs.ios.test] Policy

E Certificate Templates (adfs.ios.test)

Template Display Marfle

H cep Encryption

H Code Signing

= Computer

[ Cross Certification Authority
= Directory Email Replication
[ Domain Controller

[H Domain Controller Authentication
H eFs Recovery Agent

[ Enroliment Agent

[ Enrollment Agent (Computer)

= Exchange Enroliment Agent (Offline requ...

= Exchange Signature Only
]| Exchange User

2 1Psec

@ IPSec (Offline request)

[ Kerberos Authentication

= Key Recovery Agent

[ OCSP Response Signing

[ RAS and IAS Server

[ Root Certification Authority
E Router (Offline request)

[ Smartcard Logon

[ Smartcard User

[ Subordinate Certification Authority
[ Trust List Signing

H User

[ User Signature Only

Web Server

[ Workstation Authentication

Schema Version

S U YU AT NN AT N AR

o

Version
4.1
3.1
5.1
105.0
115.0
4.1
1100
6.1
4.1
5.1
4.1
6.1

2. On the Security tab, add the following group and user names with the Read and

Enroll permissions for each:

NETWORK SERVICE
Domain Computers
Domain Controllers
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IIS_IUSRS

| General | Request Handling I Subject Name | Ext&nsion5| Security |

IGI'()I.ID ar user names:

52, Autherticated Users
52, NETWORK SERVICE

Domain Compute:
% Domain Controllers {I05%Domain Controllers)
% Erterprise Admins (I0S"\Enterprise Admins)
B2 115_IUSRS (105\IS_IUSRS)

% Domain Admins (I0S\Domain Admins)
Domain Computers)

| Add. | [ Remove |
Pemmissions for Domain Computers Allow Deny
Full Control O O
Read v O
Write O O
Enrol v O

Advanced.

For special permissions or advanced settings, click

o |

Cancel

| [ meoy [ Hep ]




Default Domain Policy

Under Computer Configuration, import the CA certificate to Trusted Root
Certifications Authorities.

Iﬁ File Action View Favorites Window Help

@ 2 | o= H
3 @l Certificates (Local Computer) z Issued To -+ Issued By
A E:[ Default Domain Policy [adfs.ios.test] Policy || [5lios-CA ios-CA

4 i Computer Configuration
4 | Policies
b Software Settings
4[| Windows Settings
I ] Mame Resolution Policy
Scripts (Startup/Shutdown)
F i Security Settings
I Eﬂ Account Policies

ﬁ Local Policies

é Event Log

|4 Restricted Groups

ﬁ System Services

Ea Registry

Ea File Systern

b Eif Wired Network (IEEE 802.

b 1 Windows Firewall with &

[ Metwork List Manager Po
b Saf Wireless Metwork (IEEE 80
4 [ ] Public Key Policies
| 7] Encrypting File Systen
| 7| Data Protection
[ 7] BitLocker Drive Encry|
[ BitLocker Drive Encryp |
[ Automatic Certificate
| Trusted Root Certifica
=] Enterprise Trust
1 Intermediate Certifica
[ Trusted Publishers
1 Untrusted Certificates
[ 7] Trusted People

I+
I
I
I
I
[

w

<] m | [>] <l
Trusted Root Certification Authorities store contains 1 certificate.

SSL Certificate

On IIS Manager, select Create Domain Certificate or use a commercial certificate.

Note: The CN must be the same as the domain name.

File View Help

ﬁ Server Certificates
Import...
i 5 start Page _— Use this feature to request and manage certificates that the Create Certificate Request...
4 W ADFS ('Wd""“mﬁm'ﬂ Web server can use with websites configured for 55L. Complete Certificate Request...
@ Application Pools
4.8 Sites Filter: - ¥ Go ~ %Shm\r Al <] Create Domain Certificate...

b & Default Web Site Name - Issued To Create Self-Signed Certificate...
'05'(?'“ Enable Automatic Rebind of
adfs.ios.test Renewed Certificate

for ADFS test.ios.test 0 Help
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Site Bindings

Add https binding to the Default Web Site using a self-created or commercial certificate.
- O x

L

Internet Infc

Services (IIS) M,

® 0 ‘ObADFS » Sites

» Default Web Site »

File View Help

@ -

Comnections Default Web Site Home
euze | @ 8 o
T :g i‘;’::;ge B ey - oo - Ghowal | Edit Permissians...
: Edit Sit
i[5} Application Pools ASP.INET ~ - =
(& Sites ey & " indings...
1 €9 Default Web Site "5 @ Q Basic Settings...
NET NET MET Frra NET View Arl
Site Bindings Y x
®
Type  Host Name Port  IP Address Binding Informa... Add...
http £ -

Type: 1P address: Port:
[nttps | [ unassigned v| a2 |
Host name:

[ Require Server Name Indication

S50 certificate:
for ADFS

V] [ select... View...

Ready b H
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AD FS Installation

AD FS installs as a Windows Server 2012 R2 server role and requires no additional
download. After the AD FS 3.0 installation, configure the AD FS server and create the
identity provider Security Token Service. To do this, follow the next steps:

1. In the AD FS Configuration Wizard, on the Connect to Active Directory Domain
Services page, specify the AD account with permissions to perform the federation
service configuration and then select Next >.

Note: This account must be a domain administrator.

g 5 - . TARGET SERVER
Connect to Active Directory Domain Services e

Welcome

Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD D5 federation service configuration.

Specify Service Froperties 1058 Administrator (Current user)
Specify Service Account
Specify Database

| < Previous || Next > | | Configure | | Cancel

2. On the Specify Service Properties page, follow the next steps:

c. Import a wildcard SSL Certificate for the service URL.
d. Edit the default Federation Service Name (for example, adfs.ios.test).

Note: The name you provide will serve as your federation service address and act
as the root of your sign-in URL.

e. Select Next >.

3 . . TARGET SERVER
Specify Service Properties adfs.os.test

Welcome

Connect to AD DS e | LI GIUE |'| | Import...

View

arvice Properties

Specify Service Account

Specify Database

Federation Service Name: | adfs.ios.test |'|

Example: fs.contoso.com

Federation Service Display Name: ADFS Test Lab

Users will see the display name at sign in.
Example: Contoso Corp

< Previous || MNext = | | Configure || Cancel

AD FS Configuration for SSO 7



3. On the Specify Service Account page, specify a domain user service account and
then select Next >.

Note: This account should require no special permissions.

[ Active Directory Federation Services Configuration Wizard - | =
: . TARGET SERVER
Specify Service Account e -

| i, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show more »

Specify a domain user account or group Managed Service Account.

I+

€3ale a broup Managed >envice ACcount

Account Name: 108y

@) Use an existing domain user account or group Managed Service Account

Account Name: I0S\adminaccount Clear || Select...
Account Password: ssssssenssee
| < Previous | | MNext » | Configure

Note: One of the steps often missing in many walkthroughs of this process is the necessity
of creating a DNS A record to support the Federation Service name. Without this

DNS entry, applications that support Single Sign-On (SSO) won't be able to resolve
the URL and connect to the AD FS service.

Note: AD FS 3.0 requires two databases to store configuration and artifact information. It
supports the Windows Internal Database (WID) or SQL Server 2012.

Both options offer scalability, although WID has limitations, such as the total
number of federation servers allowed in the farm (5) or the absence of HA solutions,
such as clustering or mirroring.

e Active Directory Federation Services Configuration Wizard - | o [
: . - TARGET SERVER
Specify Configuration Database adfs.ostest
Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS _
(@ Create a database on this server using Windows Internal Database.

y Service Properties

() Specify the location of a SOL Server database,

Database Host Name:

Pre-requisite Checks Databasze Instance:

To use the default instance, leave this field blank.

< Previous | | Mext » Configure Cancel
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Note: The main AD FS tool after the installation is Server Manager > Tools > AD FS

Management.

To ensure that you have properly installed AD FS, check the following settings in AD FS

Management:

¢ Endpoints: review the configuration of the
/adfs/services/trust/13/usernamemixed endpoint to ensure that both the
Enabled and Proxy Enabled settings are set to Yes.

i File  Action

View Window Help

| 7

[ ADFS
4 [ Service
] Endpoints
[T Certificates
[ Claim Descriptions
b [ Trust Relationships
b [] Authentication Policies

Jadfs/servicesAnust/ 2005/ issuedtokensymmetrictripledes

Jadfs/servicesAnust/ 2005/ ssuedtokensymmetrictripledess...
/adfs/services/tnust/ 2005/ ssuedtokenmixedsymmetrictripl...
/adfs/services/tnust/ 2005/ ssuedtokenmixedsymmetrictripl...

Jadfs/servicesAnust/13/issuedtokenasymmetricbasic 256
Jadfs/servicesAnust/13/issuedtokenasymmetrichasic 256sh
Jadfs/services/inust/13/issuedtokenmixedasymmetricbasic...
Jadfs/services/inust/13/issuedtokenmixedasymmetricbasic...
fadfs/servicesArust/13/ssuedtokenmixedsymmetrichasic2.
Jadfs/services Anust/13/issuadtokenmixedsymmetrichasic 2.
Jadfs/servicesAnust/13/issuedtokensymmetricbasic 256
Jadfs/servicesAnust/13/issuedtokensymmetricbasic 256sha
Jadfs/services/inust/13/issuedtokensymmetrictripledes
Jadfs/services Anust/1 issuedtokensymmetrictripledessha
fadfs/services Arust/13/ssuedtokenmixedsymmetrictripledes
nkenmivedsmmmetnictrinled

Enabled Proxy Enabled URLPath

No No

No No

No No

No No

Yes No fadfs/services trust/13/kerherosmixed
Mo No fadfs/services/trust/13/certficate

Yes Yes fadfs/services/trust/ 1 3/cenficatemixed
Ne No /adfs/servicesAnust/13/certficatetransport
No No /fadfs/services/trust/13/usemame

No No fadfs/services trust/13/usemamebasictransport
Yes Yes fadfs/services/trust/13/usemamemixed
No No

No No

Yes Yes

No No

Yes Yes

Mo No

No No

No No

No No

No No

Mo No

M Ny e Anust /1=t

< [

W5-Trus
W5-Trus
WS-Trus
WS-Trus
W5-Trus
W5-Trus
W5-Trus
WS-Tru
WS-Tru
WWS-True
WS-Tru
WS-Tru
WS-Tru
WS-Tru
WS-Tru
W5-Trus
W5-Trus
W5-Trus
W5-Trus
WS-Trus
WS-Trus
W5-Trus
WS-Tnis ™
>

New Window from Here
|G Refresh
E Help
uladistsendcesimustimexsay |
Enable on Proxy
Disable

E Help

e Certificates: confirm that all three subjects have certificates.

g File Action View Window Help

| #

[] ADFS
4 [ Service
=] Endpoints
[ Certificates
1| Claim Descriptions
P [ Trust Relationships
b [] Authentication Policies

AD FS Configuration for SSO

Subject
Service communications
[E)CN=test ios test, O0U=Devops, 0=I0S, ... CN=iosCA, DCios, DC=test

Token-decrypting

CN=test jos test, O

Token-signing

[E]CN=test ios test, OU=Devops, 0=I05, ... CN=ios-CA, DC=ios, DC=test

| Actions

e Effective Dat _|

Add Token-Signing Certificate...

8/29/2015

CN=ios-CA, DC=io:

Add Token-Decrypting Certificate...
Set Service Communications Certificate...
View
New Window from Here

|G Refresh

H Hep

View Certificate...

Set as Primary




Certificates Management

To manage certificates, follow the next steps:
1. Open the AD FS Management console and then go to the Service > Certificates
folder.
2. Select a valid certificate (Token-decrypting or Token-signing).
3. Right-click the selected certificate and then set it to Primary.

Note: If you need new certificates (Decrypting/Signing/Service), use the following
template: http://ip-your-adfs-server/certsrv.

Once obtained, follow the next steps:

1. Assign certificates using the AD FS 3.0 Management console in the Certificates
action pane.

2. Restart the AD FS 3.0 Windows Service.

AD FS Configuration

Before providing access to endpoints for Envi, it's crucial to configure AD FS appropriately.
To start the configuration, follow the next steps:

1. Open the AD FS Management console.

2. In the Actions section, select Add Relying Party Trust.
S ADFS |- | = [

5 File Action View Window Help

E
|z
[ ADFs Relying Party Trusts Actions
4 [ Service Display Name Enabled  Type  Identfier| | Relying Party Trusts -
[ Endpaints Device Registration Service Yes WS-T.. ummsdi
7] Certificates Add Relying Party Trust...
[ Claim Descriptions Add Mon-Claims-Aware Relying Part...
4 [ ] Trust Relationships vi N
|| Claims Provider Trusts e
|| Relying Party Trusts Mew Window from Here
[ 7] Attribute Stores {6 Refresh
I || Authentication Policies
Help
Device Registration Service =
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
K Delete
Help
< m >
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http://ip-your-adfs-server/certsrv

3. In Add Relying Party Trust Wizard, on the Welcome page, select Start.

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS corfiguration database. Relying partiss
consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.

The relying party trust that this wizand creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform nules for issuing claims to the relying party
after you complete the wizard.

| < Previous || Start || Cancel |

4. On the Select Data Source page, select the Enter data about the relying party
manually checkbox and then select Next >.

Steps

VWelcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certificate
Configure URL
Configure |dentifiers

Corfigure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Select Data Source

Select an option that this wizard will use to obtain data about this refying party:

) Import data about the relying party published online or on a local network

Lse this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation m i dd (host name or URL):

Example: fs .contoso .com or hitps./www contoso.com/app

) Import data about the relying party from a file

se this aption to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...

(®) Enter data about the relying party manually

Lge this option to manually input the necessary data about this relying party organization.

<Previous | | MNed> || Cance
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5. On the Specify Display Name page, enter Display name and then select Next >.

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configurs Certfficats
@ Corfigure URL

@ Configure |dentifiers

@ Corfigure Multifactor
Authertication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Enter the display name and any optional notes for this relying party.

Display name:
[Envi

Notes:

| <Pevious || MNet> || Cancel |

6. On the Choose Profile page, select the AD FS profile checkbox and then select
Next >.

Welcome

Select Data Source
Specify Display MName
Choose Profile
Corfigure Certificate
Corfigure URL
Corffigure Identifiers

Corfigure Multifactor
Authentication Now?

Choose lzsuance
Authorization Rules

@ Readyto Add Trust
@ Finish

This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
configuration profile for this relying party trust.

® AD FS profile

This profile supports relying parties that are interoperable with new AD FS features, such as
security token encryption and the SAML 2.0 protocal.

O ADFS 1.0and 1.1 profile
This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

<Previous | | Ned> || Cancdl
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7. On the Configure Certificate page, select the Browse button to upload a certificate
and then select Next >.
Note: You can add the main certificate you used during the AD FS installation.
| Add Relying Party Trust Wizard B3
Configure Certificate

Steps Specify an optional token encryption certificate. The token encryption certificate is used to encrypt the

@ Welcome claims that are sent to this relying party. The relying party will use the private key of this certfficate to
decrypt the claims that are sent to it. To specify the certificate, click Browse..

@ Select Data Source

P _ lssuer: CHN=iog-ADFS-CA, DC=iog, DC=test
@ Specify Display Name
o - Subject: CMN=adfs jos test, OU=Devops, 0=I05, L=Lviv, S=Lviv, C=UA
@ Lnooss Frofls Effective date:  9/28/2015 2:41:23 FM
@ Configurs Certficate Expiration date: 9/27/2017 2:41:23 PM
@ Corfigure URL
| View... | | Browse... | | Remove

@ Configure Identifiers

@ Corfigure Multifactor
Authertication Mow?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

| < Previous | | Meo = | | Cancel

8. On the Configure URL page, follow the next steps:

a. Select the Enable support for the SAML 2.0 WebSSO protocol checkbox.
In the Relying party SAML 2.0 SSO service URL box, enter the URL of the Envi
application.
Note: The URL must start with https.

c. Select Next >.
i Add Relying Party Trust Wizard -

Configure URL

Steps AD F5 supports the W5-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.

@ Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

@ Select Data Source
[] Enable support for the W5-Federation Passive protocol

The WS-Federation Passive protocal URL supports Web-browserbased claims providers using the

@ Specify Display Name

@ Choose Profile W5-Federation Passive protocol.

@ Configure Certificate Relying party WS-Federation Passive protocal URL:

@ Configure URL |

@ Configure Identfiers Example: https://fs contoso .com/adfss/

@ Configure Muttifactor
Authertication Now? Enable support forthe SAML 2.0 WebS50 protocol

@ 01005'_3 |5_5U3“03 The SAML 2.0 single-sign-on (S50) service URL supports Web-browser-based claims providers using the
Autherization Rules SAML 2.0 WebS50 protocal.

@ Readyto Add Trust Relying party SAML 2.0 SSO service URL:

@ Finish | hitps:fweww. envi.net
Example: https://www contoso .com/adfs s/

< Previous | | Next > | | Cancel
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9. On the Configure Identifiers page, in the Relying party trust identifier box, select
Add a URL address, and then select Next >.

Note: You can use any URL address, including the option to reuse your application's
URL.

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying

@ Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name | | Add

@ Choose Profile Bample: https:/As contoso com/adfsservices /Arust

@ Configure Certfficate Relying party trust identifiers:

@ Corfigurs URL hitps /iwww.envinet

@ Configure ldentifiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

| <Pevious | [ MNet> || Cancel |

10. On the Configure Multi-factor Authentication page, select the | do not want to
configure multi-factor authentication settings for this relying party trust at
this time checkbox and then select Next >.

Steps Corfigure muttifactor authentication settings for this relying party trust. Multifactor authentication is required if
@ Welcoma there is a match for any of the specified requirements.

@ Select Data Source

@ Specify Display Name Muttifactor Authentication Global Settings

@ Choose Profile Requirements Users/Groups Mot configured

@ Configure Cedificate Device Not configured

@ Configure URL Location Mot configured

@ Configure |dentifiers

@ Configure Multifactor
Authentication Mow?

@ Choose |ssuance
Authorization Rules

® Readyto Add Trust
@ Finish

®) | do not want to corfigure multifacter authentication settings for this relying party trust at this time.

) Corfigure muttifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Pelicies node. For more information, see Configuring Authentication Policies.

<Previous | | Ned> || Cancel
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11.0n the Choose Issuance Authorization Rules page, select the Permit all users to
access this relying party checkbox and then select Next >.

Steps

Welcome:

Select Data Source
Specify Display Name
Choose Profile
Configure Certificate
Configure URL
Configure |dertifiers

Configure Multifactor
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Choose Issuance Authorization Rules

lssuance authorization rules determine whether a user is pemmitted to receive claims for the refying party.
Choose one of the following options for the initial behavior of this relying party's issuance authorization rules.
(®) Pemit all users to access this relying party
The issuance authorization nules will be configured to pemit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny all users access to this relying party

The issuance authorization nules will be corfigured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

| <Previous | |

12.0n the Ready to Add Trust page, only select Next >.

Ready to Add Trust

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certificate
Configure URL
Configure |dentifiers

Configure Multifactor
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

The relying party trust has been configured. Review the following settings, and then click Next to add the:
relying party trust to the AD FS configuration database.

Menitoring | Identifiers I Encryption | Signature | Accepted Claims I Organization | Endpoints | Mot < | >

Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata URL:

[] Monitor relying party

[ Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This relying party was |ast updated from federation metadata on:
< never »

<Previous | | Met> || Cancel
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13.On the Finish page, clear the Open the Edit Claim Rules for this relying party
trust when the wizard closes checkbox and then select Close.

Note: It is optional, and you may proceed with additional configuration if needed.

Steps The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

You can modfy this retying party trust by using the Properties dialog bosx in the AD FS Management snap-in.
@ Select Data Source
@ Specify Display Mame
@ Choose Profile
@ Configure Certificate
@ Configure URL
@ Configure ldentifiers

@ Configure Muttifactor
Authertication Mow?

["] Open the Edit Claim Rules dialog for this relying party trust when the wizand closes

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust

® Frish

AD FS Configuration for SSO 16



Envi Testing

To test Envi, follow the next steps:

1. Open the Envi application URL (for example, https://sso-demo.envi.com).
2. Enter the required boxes with the following information:

e Username—the username of an existing user in your system (under AD).

e Password—the password for the existing user in your system.

e AD FS Endpoint URL—create it by adding https://your.adfs.ip.address/ +
adfs/services/trust/13/usernamemixed (you can use a domain name instead of
the IP address).

e AD FS Identifier URL—use the identifier entered during the creation of Relying
Party Trust for Envi (for more information, go to the AD FS Configuration

section).
USERNAME username
PASSWORD = e
ENDPOINT URL https://www.envi.net/adfs/services/trust/13/usemamemixed
IDENTIFIER URL https:/fwww.envi.net

AUTHENTICATE

3. Select the Authenticate button.

Note: If the authentication is successful, you get a success message.

AUTHENTICATE

Success!

Note: If an error occurs, you receive the error message.

AUTHENTICATE

ID3082: The request scope is not valid or is unsupported

AD FS Configuration for SSO 17



	Introduction
	Assumptions
	Preparation
	Certification Authority
	Certificate Templates
	Default Domain Policy
	SSL Certificate
	Site Bindings

	AD FS Installation
	Certificates Management
	AD FS Configuration
	Envi Testing

