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Introduction

Onelogin is a single sign-on (SSO) provider that simplifies the management of
application sign-ins and permissions. With OneLogin SSO integration, you can effectively
control access to your Envi application using a secure and scalable identity management
system.

Onelogin provider prevents common vulnerabilities in the authentication experience,
including username and password sign-ins or password reset requests.

You don’t need to manually renew or worry about weak sign-in credentials that cause
security issues, enforce session timeouts, and require users to sign in again after these
timeouts.

This step-by-step guide explains how to configure SSO to your Envi account with the
Onelogin provider.
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Integration

Follow the steps below to get your OneLogin account linked to your Envi account.

1. Sign in to the Onelogin site.
2. In the upper-right corner of the page, select Administration.

onelogin Administration .

Add OnelLogin to your browser

3. On the APPS tab, select Company Apps.

Onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

Company Apps
Add Apps
Manage Tabs

Custom Connectors

4. Select the Add App button.

0ne|ogin USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

Company Apps ADD APP

Q

5. In the Find Applications search box, enter Envi and then select Envi by Inventory
Optimization Solutions from the list.

onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

Find Applications

I Q envi |

[ wocr Envi by Inventory Optimization Solutions SAML2.0
\ & Onelogin

p—
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https://app.onelogin.com/login

envi

6. On the Add Envi by Inventory Optimization Solutions Configuration page, do
the following steps:

a. Change Display Name.
b. Upload other icons if needed.
c. Select Save.

After adding an application, you will be redirected to the Application Details page.

onelogin USERS  APPS  DEVICES  ACTIVITY  SETTINGS  DEVELOPERS

«~ Add Envi by Inventory Optimization ... ! m

Configuration

Portal
Env NS
v
=1
Upload a square icon at least 512x512px as
Upload an icon with an aspect-ratio of 2.6:1 as either a either a transparent PNG or .SVG

transparent PNG or .SVG

7. On the Application Details page, go to the SSO tab and do the following steps:
a. In the SAML Signature Algorithm dropdown list, select SHA-256.

Note: All other boxes will be auto-populated.

b. Copy the Issuer URL which you will use for the Envi configuration later.
In the upper-right corner of the page, select Save.

onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

«~ Envi by Inventory Optimization Solu...

S50
Enable SAML2.0 :

SAML2.0
X

Standard S gth Certificate (2048-bit)

hange [

L thr
SHA-256 -

https://app.onelogin.com/sami/metadata/fO5bb2b7-agdf-4¢ | Iy
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envi

Note: Go to the Users tab > in the Users list to find and view current user details.

onelog]n USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

+~ Envi by Inventory Optimization Solu...

Users

All roles ~ || Allgroups =

User

Current User Name

8. To grant access to the application to other existing users, do the following steps:

a. Go to Users > All Users.

Onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

All Users

Roles

b. Select a needed user.
c. Go to the Applications tab and then select the Plus (+) icon.

Onelogin USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

P MORE ACTIONS -

Applications

Roles Applications a2
© Demo Application Admin-configured
o Developer Admin-configured
Application

d. In the Assign New Login To pop-up window, select your application from the
dropdown list and select Continue.

Assign New Login To

This login will override any apps assigned via roles.

Envi by Inventory Optimization Solutions

CONTINUE
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envi

e. In the Edit Login For pop-up window, select the Allow users to sign in
checkbox and select Save.

Note: The NamelD (Subject) and Usernames fields should show the current
user’'s email address.

Edit Envi By Inventory Optimization Solutions Login For

Enabled v Allow users to sign in

NamelD (Subject)
Username

Email Address

Now, the SSO configuration is ready for use.
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Envi Configuration

In the Envi application, set up the following domain and user configurations:

1. Sign in to the Envi application.

2. Go to My Profile > Domain List.

3. Select a needed domain and then select Edit.
4

In the Authentication dropdown list, make sure that HTTP Redirect is selected and
then select Upload Metadata.

Domains > Domain Name Domain_Name % Default Change

DETAILS ORGANIZATIONS USERS PASSWORD DICTIONARIES RESOURCES SECURITY

Name™* Domain_Name Authentication HTTP Redirect v Upload Metadata
Description. Description Failed Attempts™® 255 ®
Session Timeout, m: 20 Endpoint URL:

Mobile Token Expiration, h

Default UL Default - Update Users

Status: Active -

5. In the Upload Metadata pop-up window, perform the following steps:

a. In the Upload From dropdown list, select URL.

b. In the Select File box, enter the Issuer URL (For more information, go to the
Integration section, step 7).

c. Select OK.

Upload Metadata X

From URL -

m Cancel

Note: Make sure that the Endpoint URL and Identifier URL are updated with new
values and that the Certificates section contains new certificates.

Domains Domain Name Domain_Name

DETAILS ORGANIZATIONS USERS PASSWORD DICTIONARIES RESOURCES SECURITY

Name: Domain_Name Authentication HTTP Redirect
Description Failed Attempts: 255
Session Timeout, m: 20 Endpoint URL: http://login.microsoftonline.com/f895cf5e-95fc-493c...
Mobile Token Expiration, h Identifier URL: http//app.onelogin.com/saml/
Default UL Default Update Users SSO Message Please provide your SSO credentials for further logins

Status: Active
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Note: While creating a user, perform the following steps:

o

envi

Select the needed domain with HTTP Redirect type of authentication.

b. In the SSO User Name field, enter the username from the OneLogin application.

User Name UserName@xx.com

DETAILS OPTIONS

ORGANIZATIONS SECURITY

Validate Email

Now, you can sign in to the Envi application using OneLogin SSO.

Onelogin Single Sign-On

UserName@xot.com
FirstName
LastName

Title

Email@xxcom

Phone

Phone Ext

Fax

(UTC+13:00) Samoa
Envi HTML v2

Active

User
Domain_Name
UvZ

None

Interface

PDF
Plain Text

SSO User Name



Browser Extension

The OnelLogin browser extension provides a convenient toolbar shortcut to your
OnelLogin dashboard.

To enable users to use browser extensions, make appropriate changes in the policy
assigned to this user. To do this, do the following steps:

1. Go to the Settings tab and select Policies.

onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

Security

Policies Authentication Factors

Proxy Agents Desktop SSO

RADIUS Certificates

2. Select the appropriate policy.

Onelogln SERS APPS DEVICES ACTIVITY SETTINGS DEVELO

Policies NEW USER POLICY NEW APP POLICY

Risk-based Authentication using Policies

Onelogin policies let you apply different authentication methods and
access restrictions to different types of users and apps. For example,
access to OnelLogin outside of the office (or other designated IP
ranges) could require a second authentication factor, and specific
apps can also require the same.

Policy Name Security Policy Type

| Default policy Defauit User |

3. On the Sign In tab, in the Browser Extension section, select needed checkboxes,
and then select Save.

Onelogln USERS APPS DEVICES ACTIVITY SETTINGS DEVELCPERS

+«~ Default policy |

Sign In

Browser Extension v Allow users to install browser extensions from their Profile page
Browser extension is needed for apps that use form-based authentication

v Users can add Company apps

Browser extension detects new apps and offers to add them to user's Portal.
v Users can add Personal apps

Browser extension detects new apps and offers to add them to user's Portal.
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envi

When you do all configurations and install the extension, your application will be available
in the list of the OneLogin portal.

onelogin

Frequents Company: Everything v
Demo Application Envi by Inventory Optimiz

Note: You can select the application directly from the browser extension.
: neo=@e =

o Demo Application
‘ ﬂ Envi by Inventory Optimization Solutions |

Now, the browser extension is added for a needed user.
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